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McAfee Firewall 4.02

Document Number PDB2857 15-Dec-03

Indications
If you are using McAfee’s Firewall 4.02 or similar, and when you try to run Lawgic you
see an empty screen that says Lawgic in the title bar, and Starting Lawgic ... Please

Wait at the bottom, and after several minutes a Dropped Connection!!! message
appears, this bulletin could apply to you.

Background
Advanced programs, like Lawgic, exploit sophisticated capabilities within the operating
system to accomplish their work. McAfee’s Firewall ("MFW") requires the user to

explicitly authorize a program to use these capabilities. This bulletin describes how to
establish that authorization, for the Lawgic family of programs, within MFW.

Procedure
Setting up to run Lawgic with MFW is simple.

1. Make sure there is nothing running on your computer. It's best to do this procedure
right after rebooting the system.

2. Install MFW (if not already).
3. Install Lawgic (if not already)

4. Run Lawgic. MFW will pop up the following alert:, requesting authorization for
Lawgic’s main program, Rnr32Eng.exe:
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MchAfee Firewall Alert

McAfee Firewall Communication Alert

& program has tied to access the Internet.

What iz it?
Mame: Block Funner Engine Application [awing2]
Path: C:AProgram FilestLavegich0001 \Rnr32Eng

Installed: Friday, Movember 21, 2003

Fropertiesz

Do you want to allow this program to access the
Internet?

= Yes, allow this time

[f you recoghize thiz program and do not want to be alertted again,
then check thiz check bos.

[ | recognize this program. [n the future, do not alert me

\Q MS—&':IE_;EJ Advanced rule editar... | ak. I Help

5. Select the Yes, allow this time button, and check the box labeled | recognize this
program. In the future, do not alert me.
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MchAfee Firewall Alert

McAfee Firewall Communication Alert

& program has tied to access the Internet.

What iz it?
Mame: Block Funner Engine Application [awing2]
Path: C:AProgram FilestLavegich0001 \Rnr32Eng

Installed: Friday, Movember 21, 2003

Fropertiesz

Do you want to allow this program to access the
Internet?

% Yes, allow this time
" Mo, deny this time

[f you recoghize thiz program and do not want to be alertted again,
then check thiz check bos.

¥ | recognize this program. [n the future, do not alert me

\Q MS—&':IE_;EJ Advanced rule editor... | ak. I Help |

6. Click OK, and MFW will pop up a similar alert for the auxiliary program javaw.exe:
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MchAfee Firewall Alert

McAfee Firewall Communication Alert

& program has tied to access the Internet.

What iz it?
Mame: C:hf MM T aystem32hjaw aw, exe
Path: CAMMM T Seyztem32h avaw. exe

Installed: ‘#ednesday, Movember 05, 2003

Fropertiesz

Do you want to allow this program to access the
Internet?

= Yes, allow this time

[f you recoghize thiz program and do not want to be alertted again,
then check thiz check bos.

[ | recognize this program. [n the future, do not alert me

\Q MS—&':IE_;EJ Advanced rule editar... | ak. I Help

7. Again, select the Yes, allow this time button, and check the box labeled | recognize
this program. In the future, do not alert me.
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MchAfee Firewall Alert

McAfee Firewall Communication Alert

& program has tied to access the Internet.

What iz it?
Mame: C:hf MM T aystem32hjaw aw, exe
Path: CAMMM T Seyztem32h avaw. exe

Installed: ‘#ednesday, Movember 05, 2003

Fropertiesz

Do you want to allow this program to access the
Internet?

% Yes, allow this time
" Mo, deny this time

[f you recoghize thiz program and do not want to be alertted again,
then check thiz check bos.

¥ | recognize this program. [n the future, do not alert me

\Q MS—&':IE_;EJ Advanced rule editar... | ak. I Help

8. Click OK -- you're done.

Troubleshooting

If the symptoms are unchanged, or if MFW did not present the alerts described above,
do this:

1. Open the MFW Main Screen, typically located off the "Start" button at:

Start/Programs/McAfee/McAfee Firewall
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:;:;_,Mcnfee Firewall _{olx|
@Back \__/J : Home @Help

Q) McAfee Firewall Home

SECURITY

Tazks £ . . .
) McAfee Firewall is running
Contral Internet programs Stop Mcdfes Firewall
Wiew network, achivity .
Set alert preferences %) You have not registered for product updates

. Reaister Modfee Firewall to obtain updates
Perform secunity check

SCEEIE I &y 5 program(s) are currently communicating

Configuration Azsistant Yiew current activity

Other tasks ~
i) 6 warning(s) have been logged

Advanced Tasks Wigw warning log Clear warnings

MchAfes
Black all

@ YinuzScan Home Edition
Filter

Q:‘j. Firewall

il

Allove all

Metwark. Traffic

2. In the left side column, click on Control Internet Programs.
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of Mcafee Firewall ) [m] [T
eEack .\‘_"J {hHDme g)Help

F q
‘) Mgﬁf‘;@ FiI'EWH“ Control Internet Programs |

Tasks

Thiz ligt dizplayz pour computer's prograrms that communicate via the Internet and

Control Internet programs their current filkering state. Click Add or Bemove to update the progranm lizt,

Wiew netwaork, activity To change a program's filkening state, zelect the desired state and click Apply. To
create a custam filkering rule for a fikered program, click Customize.
Set alert preferences

Perfarm secunty check

Program Mame | State - Add
Set startup options |5 Intemet Explorer v6.00.2800.1105 [Filter]
Configuration Asziztant Microzoft Qutlook, +3.0.2416 (Fiker] | Remove

Other tazks [ Generic Host Process for wWin32 Services w5, [Filter)

[ Services and Contraller app +5.00.2195.6700  [Filker) Properties

[ LS54 Executable and Server DLL [Expart Wers...  [Filter]

Mehfee com SecuntyCenter HTML Browser v... [Filker) _ILI Search...
»

.c\"ii,“ L ~ P T R = s
1
MchAfes I

¥ Allow thiz program to have full, unfitered access ta the Internet

Advanced Tasks

'f? Yirus5can Home Edition

&} Firewall

" Block this program from accessing the Internet

™ Filter thiz progranm's access to the Intermnet [recommended] Luztomize...

4 il

Apply

3. In the box in the center that lists the programs, click on the Program Name heading
to sort the list alphabetically.
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of Mcafee Firewall ) [m] [T
@Eack \_J {:an:nme @Help

F q
‘) Mgﬁf‘;@ FiI'EWH“ Control Internet Programs |

Tasks

Thiz ligt dizplayz pour computer's prograrms that communicate via the Internet and

Control Internet programs their current filkering state. Click Add or Bemove to update the progranm lizt,

Wiew netwaork, activity To change a program's filkening state, zelect the desired state and click Apply. To
create a custam filkering rule for a fikered program, click Customize.
Set alert preferences

Perfarm security check Program Mame | State - .-’-'-.gh:ll
Set starup options M Block Runner Engine Application [Win32] »3.... [EBlocked)
Configuration Assistant [ C:awd NN T Seystem32hjavaw, exe [Blocked) | Remove
Other tazks [ Generic Host Process for wWin32 Services w5, [Filter)
{4 Instant Updater Main Program v2.02.1001.0  [Filter) Properties
Advanced Tasks .ﬁ Intermet Explarer w6.00. 28001106 [Filter]

LS54 Executable and Server DLL [Export Wers...  [Filter] Search...

1 _lll

B one PRI s

1 ' 3
MchAfes I

= Allow thiz program to have full, unfitered access ta the Internet

"33 Yirus5can Home Edition

&} Firewall

¥ Block this program from accessing the Internet

™ Filter thiz progranm's access to the Intermnet [recommended] Luztomize...

4 il

Apply

4. Locate Block Runner Engine Application on the list, click it to select it, and click the

radio button below the list labeled Allow this program to have full, unfiltered access to
the internet.
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cAfee Firewall ) [m] [T

@Eack \_J {:an:nme @Help

‘) Mgﬁf‘;@ FiI'EWH“ Control Internet Programs |

-'

Taszks o . .

Thiz ligt dizplayz pour computer's prograrms that communicate via the Internet and
their current filkering state. Click Add or Bemove to update the progranm lizt,

Control Internet programs

Wiew netwaork, activity To change a program's filkening state, zelect the desired state and click Apply. To

create a custam filkering rule for a fikered program, click Customize.
Set alert preferences

Perfarm secunty check

Program Mame | State - Add
Set startup options | Block Runner Engine Application [win32) va.... [Allowed)
Configuration Assistant [ C:awd NN T Seystem32hjavaw, exe [Blocked) | Remove
Other tazks [ Generic Host Process for wWin32 Services w5, [Filter)
{4 Instant Updater Main Program v2.02.1001.0  [Filter) Properties
Advanced Tasks .ﬁ Internet Explorer w&.00.2300.1108 [Filker]

LS54 Executable and Server DLL [Export Wers...  [Filter] _ILI Search...
»

—
E' Laae TRy et

¥ iA/low thiz program to have full, unfitered access ta the Internet

MchAfes

'f? Yirus5can Home Edition

&} Firewall

" Block this program from accessing the Internet

™ Filter thiz progranm's access to the Intermnet [recommended] Luztomize...

Il

Apply

5. Similarly, locate javaw.exe on the list. This program will be listed under its full path,
typically C:\WINNT\system32\javaw.exe. Click it to select it, then click the radio button
below the list labeled Allow this program to have full, unfiltered access to the internet.
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:g__McAfEE Firewall _ (o x|
Qoo ) e @pes =

‘) Mgﬁf‘;@ FiI'EWH“ Control Internet Programs
Tasks £

Thiz ligt dizplayz pour computer's prograrms that communicate via the Internet and
their current filkering state. Click Add or Bemove to update the progranm lizt,
Control Internet programs
Wiew netwaork, activity To change a program's filkening state, zelect the desired state and click Apply. To

create a custam filkering rule for a fikered program, click Customize.
Set alert preferences

Perfarm secunty check Program Name | State N Add
Set startup options M Black Runner Engine Application [Win32) v3,.. [Allowed)
Configuration Asziztant [ G MM T hapstem 32hjavaw. exe [Allovwed] | Remove
Other tazks [ Generic Host Process for Win32 Services v5.... [Filter]
@ Inetant Llpdater Main Program »2.02.1001.0 [Filker] Properties
.ﬁ Internet Explorer w6.00. 28001106 [Filker]

Advanced Tasks

LS54 Executable and Server DLL [Export Wers...  [Filter] _ILI Search...
»

hlu P TR Y P

¥ iA/low thiz program to have full, unfitered access ta the Internet

MchAfes

@ Yirus5can Home Edition
&} Firewall

" Block this program from accessing the Internet

™ Filter thiz progranm's access to the Intermnet [recommended] Luztomize...

Il

Apply

6. Click Apply in the bottom right, and close the MFW window.

6. You're done.
About Lawgic Technical Bulletins:

Lawgic's technical bulletins are intended to help you in your use of Lawgic's products
and in your practice.

If you have comments or questions about this bulletin, or suggestions for other areas
that you believe ought to be covered by a bulletin, please tell us by sending email to
lawgic@support.com.
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