Lawgic LLC Technical Bulletin
Running Lawgic with
Norton Personal Firewall 2005
Document Number PDB2870 10 June 2005
Indications
This bulletin could apply to you if:
= You are using Norton’s Personal Firewall 2005 ("NPF")

= When you try to run Lawgic you see an empty screen that says Lawgic in the title
bar, and Please Wait ... Starting Lawgic at the bottom

= After several minutes a Connection Lost message appears

Background

Advanced programs, like Lawgic, exploit sophisticated capabilities within the operating
system to accomplish their work. Norton’s Personal Firewall 2005 ("NPF") requires the

user to explicitly authorize a program to use these capabilities. This bulletin describes
how to establish that authorization for Lawgic, within NPF.

Basics
Lawgic actually consists of several cooperating programs. The two of interest here are:

e The Lawgic “Engine”, and
e The “Sun Microsystems Java Web”

The procedure described here explains how to add these two programs to NPF’s list of
authorized programs.

Procedure

1. Make sure there is nothing running on your computer. It's best to do this procedure
right after rebooting the system.

2. Install NPF (if not already).

3. Install Lawgic (if not already)
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4. If this is the first time Lawgic has been run with NPF present, follow Option 1 If not,

jump to Option 2

Option 1

Use this option if this is the first time Lawgic has been run with NPF present.

5. Run Lawgic. NPF will put up a Security Alert

& Norton Personal Firewall

o
-

@ High Risk @
Alert fssiskank

Rnr3zEng.exe is attempting to listen for connections from
other computers.

Shiowy Dt ails

Yhat do you want to do?

danually configure Internet access (Recommended) v

6. Under “What do you want to do”, select from the pull-down list:
"Always allow connections to this program on all ports”.

rﬁ Norton Personal Firewall

-,

i
-

Rnr3z2Eng.exe is attempting to listen for connections from
other computers.

Shiowy Dt ails

YWhat do you want to do?

i lways allow connections to this program on all ports {R3

@ High Risk @
Alert fesiskank
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7. Click OK.

8. NPF puts up a Program Control Dialog

& Norton Personal Firewall

Program Control
A Low Risk ﬂ

Sun Microsystems Java Web is atternpting to access the
Internet,

Shiowy Dt ails

What do you want to do?

wutomatically configure Internet access (Recommended) R

Alert Assiskank

9. Under “What do you want to do”, select from the pull-down list:
"Permit Always”.

& Norton Personal Firewall

Program Control
A Low Risk ﬂ

Sun Microsystemns Java Web is atternpting to access the
Internet,

Shiowy Det ails

Yhat do you want to do?

Permit Always v

Alert Assiskank

10. Click OK. You’re all done.

Option 2
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11. Run NPF, typically at:
Start/Programs/Norton Personal Firewall/Norton Personal Firewall
(There should also be an NPF icon in the system tray and possibly one on the desktop.)

The NPF Main Screen opens.

@® Norton Personal Firewall g O
(.;:? . . Help &
eEllncl_cTrafﬂc ( )I=wel_deate |i| Qptions =y o™
| Norten Personal Firewall S‘y’StEITI StatUE: DH @
! Status & Set
b b : | @ Security ]
Statistics .
. @ Personal Firgwal oy Internet Security
N L= =" = v OSSR Morton Personal
' &)  Intrusion Detection Cin Firewall protacts your
............................................................................................ computer From
) Internst threats,
@ Privacy Control on
S i More Info
/b Ad Blocking off
Turn Off
Check Security
LS
Morton* E 2005
9 symantec. Personal Firewall

12. Click “Personal Firewall” in the center column.
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@ Norton Personal Firewall g Cl @

(;&)) ; ) Help &
G Block Traffic ( Livelpdate |i| Options L
| Norton Personal Firewall| SYSte’m Status: OK @
Status & Settings
= . @ secuity on f
Statistics _
E |
o | @ Personal Firewall 0y Personal Firewall
Subscription Status Personal Firewall
@ Intrusion Detection on protects your
____________________________________________________________________________________________ computer Fram
) unauthorized access,
| @ Privacy Control (/]
e Mare Info
| /1 ad Blocking off

| Turn Off

Configure

.,

9 symantec. Nron"Personal Firewall™”

13. Click the “Configure” button in the bottom right.

The Personal Firewall pane opens
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@ Norton Personal Firewall

Personal Firewall

Firewall i Programs | Metwarking

Locations

Advanced

hdare Info

¥ Turn an Personal Firewall.

Move the slider to set the Firewall level.

_ ‘ _ Medium {recommended)

« Alarts you when programs attempt to access the Internet.
« Activex controls and Java applets run without warning.

5 P + All unused ports are invisible to remote computers.

Custom Level...

Default Lewvel

Personal Firewall protects your computer from attacks and malicious programs.

14. Click the “Programs” tab.

15. Locate the Lawgic “Engine” on the Programs list
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@ Norton Personal Firewall

Firewall Programs | Metwarking Locations | Advanced
Program Control hiore Info
Settings for. | Home (Active) ~|

Automatic Program Control

Automatically customize Internet access settings for common Internet programs.
Automatic Program Contral only configures access for versions of programs that
symantec has identified as safe.

v Turn on Automatic Program Control

Manual Program Control

Create custorn Intermet access settings for individual programs. To quickly identify
and configure all Internet programs on your computer, click Program Scan.

Frograrm Internet Access |
| Engine  Block &l
Livellpdate Engine COM Module  Permit Al
Microzoft Generic Hogt Process forWind2 Services w Autornatic |
w
A hdodify ... Remove Program Scan...
O

16. Select "Permit All" from the pull-down list at the right.
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@ Norton Personal Firewall

Firewall Programs | Metwarking Locations | Advanced
Program Control hiore Info
Settings for. | Home (Active) ~|

Automatic Program Control

Automatically customize Internet access settings for common Internet programs.
Automatic Program Contral only configures access for versions of programs that
symantec has identified as safe.

v Turn on Automatic Program Control

Manual Program Control

Create custorn Intermet access settings for individual programs. To quickly identify
and configure all Internet programs on your computer, click Program Scan.

Frograrm Internet Access |
m Engine  Permit Al
Livellpdate Engine COM Module  Permit Al
Microzoft Generic Hogt Process forWind2 Services w Autornatic |
w
A hdodify ... Remove Program Scan...
O

17. Locate "Sun Microsystems Java Web” on the Programs list
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@ Norton Personal Firewall

Firewall Programs | Metwarking Locations | Advanced
Program Control hiore Info
Settings for. | Home (Active) ~|

Automatic Program Control

Automatically customize Internet access settings for common Internet programs.
Automatic Program Contral only configures access for versions of programs that
symantec has identified as safe.

v Turn on Automatic Program Control

Manual Program Control

Create custorn Intermet access settings for individual programs. To quickly identify
and configure all Internet programs on your computer, click Program Scan.

Frograrm Internet Access |
@ Microzoft Ficture [t w Aukomatic
Sun Microzystems Java ‘Web w Block All
|I| Symantec Configuration ‘Wizard w Automatic |
w
A hdodify ... Remove Program Scan...
ik

18. Select "Permit All" from the pull-down list at the right.
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@ Norton Personal Firewall

Firewall Programs | Metwarking Locations | Advanced
Program Control hiore Info
Settings for. | Home (Active) ~|

Automatic Program Control

Automatically customize Internet access settings for common Internet programs.
Automatic Program Contral only configures access for versions of programs that
symantec has identified as safe.

v Turn on Automatic Program Control

Manual Program Control

Create custorn Intermet access settings for individual programs. To quickly identify
and configure all Internet programs on your computer, click Program Scan.

Frograrm Internet Access |
@ Microzoft Ficture [t w Aukomatic
Sun Microzystems Java ‘Web  Permit Al
|I| Symantec Configuration ‘Wizard w Automatic |
w
A hdodify ... Remove Program Scan...
ik

19. Click OK to save what we've done.
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@ Norton Personal Firewall g Ol

(.;%) ; ) Help &
O Block Traffic ( )I:weUpdate .ﬂ Qptions L
"Norton Personal Firewall] | SYStemn Status: OK @
Status & Settings
— = @ Security ] [
SHimilelles ) Personal Firewall
o @ Personal Firewall 0y
Subscription Status Personal Firewall
&) Intrusion Detection Cn prokects your
____________________________________________________________________________________________ computer From
) unauthorized access,
@ Privacy Cantral on
e Mare Info
S ad Blocking Off

Turn Off

Configure

.,

9 symantec. Nron"Personal Firewall™”

20. Close the NPF Main Screen.
21. Now everything works perfectly
About Lawgic Technical Bulletins.

Lawgic's technical bulletins are intended to help you in your use of Lawgic's products
and in your practice.

If you have comments or questions about this bulletin, or suggestions for other areas

that you believe ought to be covered by a bulletin, please tell us by sending email to
support@lawgic.com.
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